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7' % —H— 2B 72 . DHCP(Dynamic Host
Configuration Protocol) & FreeRADIUS DA /A h—/L
I% FreeBSD @ PORTS #REZFIH L7z, /' — h 7 = A
BEREIZOWTIT TOIMEL TS Z & ZHIFRICL T
WD D THEIET 5,

DHCP P~ 7 1 /L GRi#t B)
dhcpd.conf:
default-lease-time 600;
max-lease-time 7200;
ddns-update-style none;
#ddns-updates off;
log-facility local7;
option domain-name "sie.tsukuba.ac.jp";
option domain-name-servers sv.sie.tsukuba.ac.jp;
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.1 192.168.1.63;
option broadcast-address 192.168.1.255;
option subnet-mask 255.255.255.0;
option routers 192.168.1.254;

H
subnet 130.158.xx.0 netmask 255.255.255.0 {

i

RADIUS B~ 7 A /v
clients.conf: (AP DfEF#H)
client 192.168.1.220 {

secret = AP OFRE & [F T
shortname = an1200-1
nastype = other

}

proxy.conf

realm NULL {

type = radius
authhost = FRFEHY—/3IP 7 F L &:1812
accthost = FRFEH—/3IP 7 F L &:1813
secret = ALY — RO ELR L

H
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FreeRADIUS O A A h—/L :

PEIZBEH LT\ 2 UNIX ~ ¥ > @ Solaris9 (2
freeradius-1.0.5 % make install L 7=, Makefile #{E%
728 ® configure SCIL LA F ORI E =,

configure --prefix=/usr/local/freeradius ¥

--disable-shared ¥
--with-openssl-includes=/usr/local/ssl/include ¥
--with-openssl-libraries=/ust/local/ssl/lib

T THIE EAS 5 7 Make 7 7 A /L% make LR

L,

RADIUS B# 7 7 A /v
users:
"an1200-1" Auth-Type := EAP
clients.conf: (7'& & > —H— DIEH)
client 130.158.aa.bb {
secret= X —H— ROFEELF L
shortname = yama-bsd

}
client 130.158.cc.dd {

}
eap.conf:
default_eap type =tls
tls {
private_key password = H—/ \GEBE O
FEORAT L —RX
private_key_file=/usr/local/etc/1x/cert-srv.pem
certificate file=/usr/local/etc/1x/cert-srv.pem
CA_file = /usr/local/etc/1x/root.pem
dh_file = /usr/local/etc/1x/DH
random_file = /usr/local/etc/1x/random
check crl =no
}
proxy.conf:
realm NULL {
type
authhost
accthost
}
/etc/services:
radius
radacct

= radius
=LOCAL
=LOCAL

1812/udp
1813/udp
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OpenSSL {ZDOW T FOEMEL TV D Z & A iz
WLTWDDOTEKT S, 7427 RUAT (2D
o AT I Cld/usr/local/ssl/radius/misc & L72) /L— b
AEB F(root), Y — NGEB F(cert-stv), 7 T A T b
AER E (cert-clt) ZERLT 5. FHATIZ EAP/TLS (Z#0EE
72 OID(Object IDentifier) & & < AZENR &> 72D T, LU
T ™ xpextensions 7 7 A LV EERT B,

xpextensions:
[ xpclient ext ]
extendedKeyUsage = 1.3.6.1.5.5.7.3.2
[ xpserver_ext |
extendedKeyUsage = 1.3.6.1.5.5.7.3.1

WKIZ, eap.conf CHEE LTZiEAEZEL 2DDT 1
V7 b EERT S,

#mkdir /usr/local/etc/1x
#chmod o-r /usr/local/etc/1x
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#date > /usr/local/etc/1x/DH
#date > /usr/local/etc/1x/random

Bk OID DBFTT. 3ODIAHEE(EL R U S
N ERLEIER L (2 2 TIEEm) 7Lz, Hskk
N o T-FEBAE % . /ust/local/ete/1x/LL T IZHCE L7-,

Bl) MPOWIR Y F 4T > b1 BEDOHE
#1s -1 /usr/local/etc/1x
-rw-r--r--1 root other DH

-[---m-e- 1 root other cert-clt.pem
[-mmmmme- 1 root other cert-srv.pem
-rw-r--1--1 root other random
S 1 root other root.pem
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HEHRCRET D, EEEBboETZ LTI
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Security: Server Manager:

Current Server List: RADIUS

Server: 72X L —H—RDIP T KL A

Shared Secret: 7' 2 &% L —H— ROFRE LF T

Authentication Port: 1812

Accounting Port: 1813

EAP Authentication Priority 1: '8 % > —H%— 3D

IP7 LA

Security: Encryption Manager:

WEP Encryption: Mandatory

Cipher: TKIP

Broadcast Key Rotation interval: Enable Rotation with
interval 3600

Security SSID Manager:

SSID: siewave2 (ff: & D447l

Open Authentication: with EAP

Network EAP: NO ADDITION (#5720 )2 %)

EAP Authentication Servers Customize Priorityl: 7’
BEx =P —"DIPT KL A

Key Management: Mandatory , WPA

Accounting Settings:

Enable Accounting

Accounting Server Priorities: Customize Priority 1: 7
&%= — O 7T R A

Set Guest Mode SSID: siewave2 (T D44 i)
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